Even the Dial-up Internet Users, temorary IP Address Owners Deserve an FQDN address
1.0 Prelude :

When a serious entrepreneur wants to register his ftp site ; or an Ecommerce company wants it’s clients to visit their website, they buy static IP addresses and get a domain name assigned to them which is unique on the Internet name space. They take the trouble of going though all the formalities since they are in this for ensuiably long time for money or for recognition: sometimes  for both. The full space of Internet does have permanent presence of  these category of servers. But numerically there are more casual visitors to the Internet space who log onto the net for some time and then sever off the connection. Surverys have shown that, as Internet awareness and education is penetrating society , more and more of these casual visitors are turning committed or sufficiently desirous of semi-permanent presence. They no longer want to be passers-by, they want to be at the other end of the net too.. Which means these clients are trying to become part-time servers. There is no problem or objection to this. They are fully entitled to become servers provided they have sufficient server capabilities and ample bandwidth, which is galloping by the day after the advent of Broadband. The only lacuna to this is that these part-time servers can be accessed and utilised by their respective client groups by specifying their IP adresses. There are two major bottlenecks caused thus – Firstly IP addresses are difficult to remember and next hazard is that this IP address will change every time these part time servers are taken off Internet and again  come back later.

Usualy each of these casual servers join the Intrenet through some Internet service provider (ISP).  As and when the client dials up the ISP, after necessary authentication, the DHCP server at the ISP assigns necessary IP address, subnet mask and DNS server identification to these machines, following which the Internet connection is said to be established. Subsequently in this paper  I will provide brief insight into the working of DHCP and DNS servers to refresh the readers’ memories.

2.0 Objective 

On the Internet space the  servers with permanent IP address are registered in the DNS hierarchy with some FQDN like http://abc.xyz.com. The protocol “http” taken as an example here could be any other protocol like ftp. or mms. etc . The unfortunate lot who log on to Internet to reap the services offered, maybe,   for a few hours are the ones who arrive to the Internet arena thru some ISP and are temporarily provided an IP address. They do not have permanent IP since they have not paid for that, again, since they might not require a permanent presence on Internet. But , the point I am  making is that it is slowly turning into a myth that these clients do not require a DNS name. I shall cite a few examples of such requirements, which the majority of temporary Intrenet users are feeling to have, and the number is growing with the penetration of Internet-enabled education in society.

2. 1 Cases :

1) A media lover would like his friends and his forum-partners to watch his documemntaries that he shoots regularly and edits afterwards. He would like to place his media on his computer. He logs on using his Broadband thru predetermined hours and turns on the media encoder and services. His so many acquaintances could watch the stream using an URL, from any corner of the world, but which URL ?? . His IP address is going to change every day or could be every half ‘n hour if the connection so graces. He could go for a permanent IP address and a Proper DNS registration, but he does not want to make a career out of this. This is just for the time being till he cultures another hobby. Morover he does not have such persistent requirement to shelve out the necessary extra money and bear the inconvinience of extra correspondence and a long wait.

2) A person might want to host his own FTP server from his house thru his Dial-up connection for a small group of others to download light pic and doc files. It would be very convinient if his FQDN would remain ftp://david_r.vsnl.com rather than accessing his domestic site using a different IP address every day.

3) A Lady would love to host her own domestic WebSite , where every day at   5:00 pm she illustrates some new gastronomic preparation. She wants her audience to access her page thru http://sheila1972.sify.com rather that dole out her new IP address every day to a 150 odd viewers. 

These are a few instances which exhibit the requirement of such a mechanism, that could keep the DNS name static, though the IP address will change regularly. There is similar mechanism that is followed in LANs especially those which house Microsoft platforms called DHCP-DNS integration but the exact methodology would be unsuitable for the Internet-ISP scenario. 

This paper strives to find and suggest a solution where every ISP dialup user or Braodband customer could receive a permanent DNS name on request, a name which shall be housed primarily on the ISP’s DNS servers , a name with extension of the ISP’s DNS name and which could be accessed from the world over

3.0 The Technology 

3.1 Brief Overview of the DHCP procedure : 

One of the deterrents to using TCP/IP for the company network was its complex

addressing scheme. In order to be routable across multiple networks—a necessity for an

Internet protocol—TCP/IP relies on IP addresses that define both network and host

addresses. Each address must be unique, and keeping track of all the addresses assigned to devices in a large network environment could be an administrative nightmare.

However, the Dynamic Host Configuration Protocol (DHCP) provides a mechanism

for assigning IP addresses automatically, ensuring that there will be no duplicates on the

network and relieving much of the administrative burden.With the introduction of DHCP

into the networking world, more and more companies started relying on TCP/IP for their

client centric communication protocol.

Request for Comment (RFC) 2131 defines the framework for the DHCP protocol

and lays the groundwork for changes that may occur in regard to this protocol in the

future. In fact, work on improving the protocol is a task of the Dynamic Host

Configuration (DHC) working group of the Internet Engineers Task Force (IETF).

Before DHCP,TCP/IP configuration was a manual process. Administrators had to con-

figure each workstation by hand and keep a running list of which machine owned which

IP address. Each IP address on any given connected network has to be unique. If addresses are not unique and multiple workstations are configured to use the same IP address, users on those workstations will receive an IP address conflict message, and will be unable to connect to other resources via the TCP/IP protocol stack. In most situations, the reasons for using DHCP far outweigh those in favour of statically assigned IP address.

DHCP was developed as an extension to BOOTP; it uses a “lease” method to

allow addresses to be reassigned to different clients, and it also allows for the DHCP

server to provide additional TCP/IP configuration information (such as DNS server

address and default gateway) along with the IP address.

3.2 Brief Overview of the DNS procedure :

When internetworking was first conceived and implemented in the 1960s and 1970s, the

Internet Protocol (IP) addressing scheme was also devised. It uses four sets of 8 bits (octets) to identify a unique address, which is composed of a network address and a unique host address.This provided enormous flexibility because this scheme allowed for millions of addresses.The original inventors of this system probably didn’t envision the networking world as it is today—with millions of computers spanning the globe, many connected to one worldwide network, the Internet.

IP addressing works quite well, but most people have trouble remembering up to 12

digits at a time. If a friend says,“Yeah, just e-mail me, my e-mail address is

me@247.84.132.167,” you’ll probably forget it, or transpose one or more numbers. If your friend says “Yeah, just e-mail me, my e-mail address is me@myname.com,” you’ll likely remember it. Similarly, it’s easier to send a print job to a printer named laserPrt1 rather than 154.39.187.241. Human brains can work well with numbers, but in terms of memory, we’re more likely to remember a name than a long number. Computers, on the other hand, can only process binary information—numbers. As a result, computers connected to networks have both IP addresses and computer names.These names are sometimes referred to as computer names or host names.

What emerged from this were two RFCs, 882 and 883, that described the design of a

domain name system based on a distributed database containing general resource information rather than relying on a distributed flat text file. Additional refinement to this concept was set out in RFCs 1034 and 1035. Further refinements have been made, but the schema for DNS was described in these four RFCs.

The DNS system relies on a distributed database for efficient name resolution.These

databases reside on DNS servers that manage the database. Computers that act as DNS

servers run a program that manages the database structure and the information in it.This

information is used to provide responses to client requests for name resolution.A DNS

server can either respond to the request directly or provide a pointer to another DNS

server that can help resolve the query. It can also respond that it does not know or that the

information does not exist. Each DNS server is assigned a portion of the namespace over which it presides.The DNS server responsible for a contiguous portion of the namespace is said to be authoritative for that contiguous portion. Authority for a zone can be delegated to another server. Administrators often delegate authority for subdomains to other DNS servers. The ISP’s DNS server shall have authority over the ISP’s registered domain name and the resulting zone.
3.3 DHCP-DNS Integration with Dynamic DNS Servers :

As per the new DNS norms DNS servers’ resource records can be dynamically (or automatically) updated by the client.This ability to dynamically update records reduces administration time by eliminating the need to update zone resource records manually. Dynamic DNS (DDNS) updates can be done in conjunction with Dynamic Host Configuration Protocol (DHCP) to dynamically update resource records when a client’s IP address is released or renewed via the DHCP functions.(vide RFC 2136)

With dynamic DNS updates, the client sends a DNS registration message to the DNS

server indicating that the client’s A resource record needs to be updated. If the client is also a DHCP client of a DHCP server, any time the client’s DHCP configuration information changes, an update will be sent to the DNS server.The DHCP client sends a DHCP Option 81 to the DHCP server with its FQDN.The Option 81 instruction tells the DHCP server to register a PTR RR with the DNS server on behalf of the client. If a computer is statically configured (not a DHCP client), it will register both its A RR and PTR RR with the DNS server directly. Additionally, if the DHCP client is communicating with a down-level DHCP server that does not handle Option 81, the DHCP client will register its data directly with the DNS server. This integration feature of DHCP-DNS is  the main ingredient in our solution recipe.
4.0 Suggested Solution :

Now that we have enough understanding of the problem at hand, let us try to reach at a striking distance to the solution. The proposed solution lies with the ISP’s redirector system. By the redirector system, I wish to specify the whole group of gadgets that the ISP employs to provide his services including the PPP (Point to Point protocol) frame receiving and authenticating service, the DHCP service and the DNS service etc… The proposal and logic are recounted pointwise hereafter. –

4.1 Actions to be taken up :

a) Each ISP has a registered Domain name for example vsnl.com .

b) Each user that an ISP services, is provided an unique user name and password for authentication before entering the ISP network and getting connected to the Internet.

c) It is thus proposed that each user be rendered his username suffixed with the ISP’s domain name as his full DNS name. For example if my username is “ jonny72 “ and my ISP has a domain name of  “ vsnl.com “ , then as long as I am connected to the Internet , I should have a domain name of  “ johny72.vsnl.com “ . This name has to be unique because from Internet’s point of view “ vsnl.com “ is unique and from vsnl.com’s point of view  “johny72” is unique.
d) It is also proposed that the DHCP server with each ISP be integrated with his DNS service which means whenever I connect through my ISP, the DHCP server of my ISP which gives me an IP address, say, “ 202.72.1.168 “ (Example taken), should also register this address alongwith my new unique DNS Name  which going by the previous  example being “ johny.vsnl.com “ with the DNS server of the ISP.

e) Each ISP has at least one DNS server to help resolve the client queries. It is proposed that this DNS server be one with dynamic registration capabilities. Thus from henceforth the DNS should have two functions. It should function in resolving queries as before and it should also register the entries provided by the DHCP server which are freshly leased IP addreses and their corresponding DNS names in its zones. The DNS could replicate these zones with a very short period to other  secondary servers if available.

f) Further it is proposed that the DHCP server which recognises any IP address when released by any client whenever they disconnect, should register this occasion immediately with the DNS sever and this should be further replicated quickly enough.

4.2 Achievements so far 

We thus have a system where as long as we are connected to the Internet with any IP address (variable) but with a permanent DNS name (constatnt) like” johny72.vsnl.com “ , we could well be reached from the net using this FQDN. Any client from any corner of the world  who queries for “ johny72.vsnl.com “ shall be directed by the root servers to the vsnl.com’s DNS server first and then the vsnl.com’s DNS server will re-direct the query to the appropriate computer as long as it is connected.

5.0 Conclusion 

 The above scheme of arrangement when implemented is going to make many short term Internet users happy. The only tweaking it requires is establish a communication between the authenticating protocol say PPP  and the DHCP service, otherwise the DHCP has to have some way to know the that the IP address it is providing is going to an user called  “johny72 “ (example). The protocols are to be modified just a little  to establish the final DNS registration procedure. The only immediate  flaw that could be envisaged relates to the latency on the DNS part to register and subsequently de-register the temporary DNS names from appropriate zone lists. Morover if the users are savvy enough to employ smart card for authentication, then, this will call for the smart card to incorporate an unique user name inside the certificate it wombs.

Even the broadband connections would receive one FQDN by this method. We know  that in many instances  the single broadband connection is shared by many computers to access Internet. Here this internal network could have one application server of each kind i.e One web Server, One FTP server, One media server and so on, while the DSL modem would be configured to forward port requests to the appropriate server inside the private network. 

Readers/ Critics are welcome to send their related observations  to my Email Id : im1@vsnl.com.

